My equipment is experiencing interference

Many amateurs are being impacted by various different sources of interference and
consequently they request advice and assistance with diagnosing the cause of their
problems. In a world filled with an ever-

increasing number of electronic devices,

the likelihood of interference to radio

reception increases.

Every computer, switched mode power
supply, mains powered LED lamp, light
dimmer, electric motor etc. is a potential
source of interference. The interference
can take the form of blank carriers, signals
with unidentifiable modulation, carriers
rapidly sweeping across the band or just
high noise levels. It may block out specific
frequencies or whole bands. It may come and go at different times of the day, or be
persistent throughout the day.

Finding the source of interference requires a methodical approach, working through nearby
devices that could be the cause, searching possible locations from where the interference
can emanate, and looking at the characteristics of the interference to help identify it.

One word of warning: increasingly it has been found that interference may be caused by a
combination of different devices all contributing to the overall perceived interference. So,
don’t necessarily look just for one source, but bear in mind the possibility that you may have
to identify multiple low-level interfering sources.

Background Noise Levels

Even in a radio quiet location, atmospheric and thermal noise will be present in every
receiver. At 10 — 15MHz the S meter should show a background noise level of around S-1 or
S-2 (when measured in a 500Hz bandwidth). This noise level will gradually increase as the
frequency decreases so that at 2MHz it is likely to be around the S-4 level. In many
locations, the addition of man-made noise is likely to increase the perceived noise floor by
perhaps a further 2 to 4 S-points. Anything above these levels may indicate the presence of
undue interference and is worth investigating.

Identifying the cause of the interference

Is the interference real?

The first thing to determine is whether the interference is real, and is actually coming from
the outside world, or whether the apparent interference is really being generated within the
receiver itself.

Is the source of the interference in your own shack or in your house?




Because interference is more likely to be acute the nearer the source is to the receiver and
its antenna, a very good starting point to look for an interference source is within the shack
itself or within the amateur’s own house.

Is the interference coming from somewhere nearby your property?
If the source is not within your own location, could it be coming from a neighbour’s house or
a nearby location?

Is the interference coming from a more distant source?
If other amateurs can hear the same interference then it is probable that a more distant
interference source is involved.

Characteristics of the interference

If the source of the interference is not obvious, or if there appears to be more than one
source, then examining the characteristics of the interference may help identify the possible
cause(s).

Other information in this section:

Common sources of interference

Good housekeeping of the amateur station
Reporting interference

EMC leaflets
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Is the interference real?

The first thing is to determine whether the interference is really coming from the outside
world, or whether it is an artefact generated by your receiver itself. All receivers are
susceptible to being overloaded by very strong signals which can then generate spurious
signals inside the receiver. At first sight, these signals can look and sound much the same as
external interference.

So, if possible, the first thing is to try a second receiver. Ideally you should use a different
model of receiver so that the characteristics (e.g. filter performance, IF frequencies etc.) are
different from your main receiver. Look to see if the same interference is heard on the same
frequency. If it isn’t, then this may indicate that the problem is not external, but is being
generated within the receiver itself, for example intermodulation caused by the receiver
being overloaded by strong outside signals from a local broadcast transmitter or a nearby
mobile cellular site. In this case, the solution is to install either a band-pass filter for the
band that you want to listen to, or a band-stop filter designed to filter out the interfering
signal. Either should be fitted at the front-end of your receiver, and most modern
transceivers have the facility to allow such a filter to be added.

If the interference is also present in the second receiver, then one further check is to
operate the receiver with a different aerial. If a second antenna of a different type is
available (e.g. vertical vs horizontal) or in a different part of the garden, try that. Otherwise
in the case of HF, try a random length of wire dangling out of a nearby window, or in the
case of VHF or above, use a simple hand-held wire dipole. If this eliminates the interference
then this could indicate a faulty main aerial. For example, corroded joints can act as a crude
diode, and the resulting non-linearity can cause received signals to be demodulated or to
appear on strange frequencies (the so called “rusty bolt effect”). A second antenna could
also give clues about proximity or polarisation of the interference source.

If a second receiver is not available, then an alternative approach is to use the switchable
attenuator on the main receiver. If, for example, a 10dB attenuator is switched in, then if
the interference is real, and is not an artefact generated within the receiver, then both the
received signal and the interference should fall by 10dB. So tune in a stable signal (e.g. a
beacon or a broadcast transmission) on a nearby frequency and then note the change in the
S meter reading when the attenuator is switched in and out. Now tune to the interfering
signal and do the same test. If the interference level changes by either significantly more or
significantly less as the attenuator is switched in and out then this would indicate that the
apparent interference is a function of the receiver, and is not necessarily real interference
coming from the outside world.

Return to identifying the causes
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Is the interference being generated locally?

One of the most likely places for the source of the interference is in your own
house. Could it be something in the shack, or in the home? Progressively
turning off all electrical devices may pinpoint the source. Try everything -
fridges, televisions, radios, mobile phone chargers, electric toothbrushes,
central heating controllers, LED lighting, computers, routers, etc. etc. Do not
assume that because a device such as a TV is on standby that it cannot cause
interference. Disconnect it from the mains. Do the same with such things as
USB chargers. Plug in and out the USB device being charged. Be aware that
sometimes the interference can be even greater with devices on standby than
when they are fully on. Remember that most modern electronic devices use
switched mode power supplies (even some that are battery operated) and also
be aware that some may be permanently wired in and cannot be unplugged.

MFP3

SMPS charger.mp3

Sound of interference from a 9 volt SMPS charger

If possible, operate your receiver on batteries and turn off ALL the mains
power to your house at the consumer unit. If the interference reduces or
disappears, then turn devices on one at a time until the offending device is
found.

But remember that even turning off the power may not silence everything,
since some items may have battery backup (e.g. an alarm system). Further be
aware that alarm systems may have active electronics in the external bell box
that can cause interference. Even 'dummy' bell boxes that have battery
powered flashing LED's can cause interference.

With the mains power switched off, the telephone line will nevertheless still be
active, even if your cordless phone and internet router are off. For the
telephone, try disconnecting all the internal house telephone wiring. For a BT
Openreach installation, this is typically done by removing the front cover of the
master socket. If this changes the level of the interference it may well identify
this as a likely source.

If possible, use a portable radio, portable transceiver, or RTL dongle, perhaps
with a sniffer loop, to try to locate the source by moving the receiver around



and noting the change in level received. If possible, either turn off the AGC on
the receiver or alternately watch the S meter since with the AGC on this will
tend to counteract any change in signal level as the receiver is moved towards
and away from the source of the interference. If you are using a receiver with a
ferrite rod antenna (e.g. an AM broadcast receiver) then remember that this
has useful directional properties (typically a strong null when the ferrite rod is
at right angles to the source) and this can be used to help to direction-find an
offending interference source.

Also beware that most devices emit near-field emissions so you need to find a
frequency where the interference is present near the device and then see how
fast it decays as you move away. Near-field effects often decay away within 2-4
metres.

If the source is in your property, it may be possible to eliminate the
interference by filtering the mains supply, or using common mode chokes on
the antenna feeder, or by moving cables or feeders further away from the
source. For example, see http://rsqb.org/main/files/2013/10/Filters.pdf

Return to identifying the causes
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Is the interference coming from a neighbouring property?

If the interference is not coming from something in your own house, could it
be coming from a neighbour’s house, or something nearby? Here a bit of
detective locating is useful.

Walking or driving around with a mobile receiver and taking signal strength
readings from different locations may help locate a source of interference. A
hand-held portable receiver with a whip antenna may be useful, walking
around, gradually reducing the length of the whip as the interference source is
approached. If the interference can be heard on the broadcast bands a
Medium Wave AM radio could be used. But when trying to direction-find a
source, be aware that overhead distribution wires and other large metallic
objects can affect the apparent direction that the interference is coming from.

As you move towards or away from the source of the interference, the
received level will change. For a radiating source, the signal level will decrease
by the square of the distance, i.e. double the distance from the source and the
field strength will reduce to 1/4, while the near field strength will reduce to
1/8th. This can sometimes be used to estimate how far away a source of
interference is, but be aware that again, this can be confused by cables and
other metalwork in the vicinity.

Alternately, where a beam antenna is available, this can be used to see if the
direction of the interference can be pinpointed. Using further beam headings
from other locations, it may be possible to accurately triangulate the location
of the interference.

Return to identifying the causes




Distant interference

If you suspect that the interference your equipment is suffering is remote from
your location, then if possible enlist the help of other amateurs. Can they hear
the interference? Is the interfering signal stronger or weaker at their location?
Again, some simple beam headings can help to triangulate the source.

As an alternative (or supplement to) reports from other amateurs, when
identifying more distant interference sources, it can also be worthwhile to use
one or more of the on-line web SDRs e.g. http://www.websdr.org/ or
http://sdr.hu/ These are located all around the world and may help locate the
source of long-distance interference by comparing the strength of signals on
SDRs at different sites. Some also have directional antennas which can further
help to narrow down the likely location of the source.

It is also worthwhile trying to evaluate the characteristics of the interference.
The sound of the interference, and the look of the interference on a waterfall
display, can be compared to the characteristics of different types of signals and
interference on various frequency bands on www.sigidwiki.com

Return to identifying the causes
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Assessing the characteristics of the interference.

Interference can take many forms so pinning down its characteristics can help
identify the source.

Narrowband or Broadband?

Firstly, is the interference concentrated on just one specific frequency, does it
spread across a narrow band of frequencies, does it occur across the whole
band, or can it be received across more than one band?

Some interference sources may be on a single frequency (such as a harmonic
from a broadcast transmitter), while some may be spread across a whole
frequency band, perhaps with regular peaks occurring across the spectrum. For
example, a switched mode power supply (SMPS), if not properly suppressed,
may generate harmonics at its switching frequency, typically every 15 or 20kHz
across a very wide band of frequencies.

Some interference may just look like continuous random noise covering many
MHz. For example, interference from broadband ADSL / VDSL services often
takes this form.

Further, does the interference drift in frequency or is it fixed in one spot?
Drifting interference may suggest a free running oscillator such as in a SMPS
(although be aware that some SMPS’s use resonators to relatively accurately
control their frequency). Often a free running device will change frequency
with temperature or load, so if a device is suspected, cooling it down with a
quick bust of spray from a can of freezer, or switching the device between ‘on’,
‘off’ and ‘stand-by’ may help identify the culprit with a change of interference
level or frequency.

For broadband interference it is useful to identify whether the interfering
signals can only be heard in the amateur band or whether it affects other
bands. For example, can it be heard in the broadcast bands e.g. on medium or
long wave, or the VHF FM band? Experience suggests that the authorities are
more likely to act against interfering signals that affect broadcast bands than
those that predominantly affect amateur bands.

When trying to identify the interference characteristics it is best to use AM
mode with the bandwidth set as wide as possible, rather than listening in a
restricted bandwidth as is typically used for SSB. This should allow the user to
hear other modulation that may be present such as 50Hz or 100Hz harmonics



of mains borne interference and this may give further clues as to the potential
source.

When did the interference start?

Was the start of the interference concurrent with some other event? For
example, did it start when a neighbour installed solar panels on their roof, or
when the nearby street lights were changed to LED bulbs, or when a wind farm
was constructed in the vicinity? Does it only occur when the sun shines, or the
wind blows?

When does the interference occur?

One thing to determine is whether the interference occurs continuously, or
whether it is intermittent.

If it is intermittent, is it concurrent with anything identifiable e.g. does it occur
at the same time every day, or does it occur whenever lights are turned on, or
only, say, in television viewing hours? Keeping a log over a week or more of
when the interference occurs may provide valuable clues as to its source.

Many sources of interference have been easily identified this way e.g. when
new LED street lights are illuminated, when local wind turbines are turning in
the wind, when clouds pass over a solar PV installation or even when your
next-door neighbour cuts his lawn or is using power tools in the garage.

A further aspect to be aware of is that interference may begin gradually e.g. as
devices age, faulty components, particularly capacitors and batteries can
become new sources of interference.

Further, don’t be fooled into thinking that interference will only occur when
devices are active. Some modern power supplies have been known to create
more interference when the load from them has been disconnected than they
do when they are under full load.

Consider also battery powered devices such as a laptop, tablet or handheld
device. These often only have an impact when close to an antenna or to shack
cabling, so moving them can cure the problem.

Once the characteristics of the interference have been determined, these can
be compared with known interference types. If necessary, record the



interference or take a screenshot of the waterfall display and contact the
RSGB for help.

If you do take a spectrum or waterfall display screenshot, make sure that is
shows the frequency and time scale values and that the image is clear enough
for someone looking at it to be able to read.
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Common sources of interference
There are many different devices in use today that can cause interference.
Below are details about some of the more common sources of interference.

- Switched Mode Power Supplies (SMPS)

- LED lights

- Broadband internet access (VDSL)

- Solar PV

- Wind turbines

- Wireless charging devices
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Switched Mode Power Supplies (SMPS)

The majority of low voltage mains powered devices
today use switched mode power supplies. This
includes phone chargers, televisions, electric
toothbrushes, LED lights and many, many other
devices.

A switched mode power supply (SMPS) works by
switching the power on and off many times each
second in order to produce a regulated output.
However, if not properly suppressed, it may
generate harmonics at its switching frequency,
typically every 15 or 20kHz across a very wide band of frequencies. The noise
may take the form of a buzz which often drifts around in frequency, typically as
the temperature or load on the power supply changes.
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Spectrum plot of noise from a computer SMPU from 10MHz to 18MHz

For plug in power supplies, the level of interference experienced often changes
if the power supply is disconnected from the device it is powering. But beware,
it is not necessarily the case that it will only produce interference when the
powered device is on, some SMPSs produce more interference when they are
in the idle state.

Return to sources of interference
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LED lights

LED lights come in many
different forms, and are
increasingly used today
because of their much

increased efficiency and long !
life when compared to P
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conventional filament lamps.

LED lights are typically

powered by some form of

switched mode power supply,

which may be integrated into the bulb, or located some distance away from
the actual bulbs.

Any interference will typically take a similar form to other SMPS powered
devices (see SMPS).

Return to sources of interference
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VDSL

VDSL (broadband internet access) is a
significant, and often undetected
source of interference. The emissions
from VDSL are continuous, whether or
not the internet is being used. The
characteristics of the interference are
that it produces wideband noise which
can easily be mistaken for
conventional background noise (e.g.
thermal noise, atmospheric noise etc).

In effect, with VDSL interference, the receiver sounds insensitive and the
background S meter reading is higher than would be expected.

Interference is more likely to occur where the telephone service is being
delivered over aerial (above ground) cables into your or adjacent houses since
the telephone drop wire can act as an efficient hf antenna.

IN the UK VDSL currently uses frequencies up to 17.66MHz with alternating
frequency bands for upstream and downstream data transmission and small
guard bands in between. So, the most reliable way to identify VDSL
interference is to look for these narrow guard bands where the interference
will be considerably less.

For VDSL these guard bands occur at the following frequencies and are
approximately 50KHz wide

VDSL Guard Bands
0.138MHz 3.75MHz 5.2 MHz 8.5 MHz 12MHz

Tuning around these frequencies and listening while watching the S meter will
show a noise step if there is VDSL interference. The signal first drops just
below the transition frequency and then rises again above the transition
frequency.



VDSL Upstream spectrum from 8.5 to 12MHz with the guard bands clearly visible.

Note that VDSL interference may come not just from your own telephone
service, but also from the VDSL service from your neighbours, so the
interference from a number of sources may be superimposed, which tends to
make the guard band transitions less distinct.

If VDSL signals are leaking out of the telephone cable and causing interference
then it is possible that when you are transmitting that the transmitted signals
may leak into the telephone cable. This may cause the VDSL system to enter a
“re-training” mode where it generates training carriers at approximately 4kHz
intervals.
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VDSL spectrum during initial router synchronisation showing the upstream and downstream
“training” carriers with 4kHz spacing.

With VDSL interference it is also worth observing that the router itself, its
power supply unit, as well as the Ethernet ports and cables may also be noise
sources in addition to the actual VDSL signals.



Return to sources of interference
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Solar PV

Solar PV installations may be a source of rf interference, typically originating
from the electronic converters that transform the DC output from the solar
panels to an AC supply. The primary characteristic of this interference is likely
to be a wideband signal with repetitive peaks in the frequency domain.

It is likely that the level of interference from a solar PV installation will vary
with the instantaneous amount of energy being generated by the solar panels.
So looking for variations between day and night, or sunny to dull days, may be
a clue as to whether a solar PV installation is a source of interference.
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Typical Solar PV interference.

Return to sources of interference
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Wind turbines

Wind farms are fast becoming a feature of the British landscape. While they
can provide valuable “green” energy, the associated High Voltage Converter
Stations have, in some cases, proved to be a significant source of RF
interference, primarily in the low frequency HF spectrum. The interference
created can sometimes be heard over a very wide area, assisted by the height
of the turbines which can act as effective quarter wavelength verticals.

If interference from a wind farm is suspected then look for 100Hz modulated
signals, in particular in the 160m or 80m bands, and solicit help from other
local amateurs to assist in getting a positive identification of the source.
Direction-finding techniques with a portable receiver may help identify the
exact location of the interference.
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Home



Wireless charging

Increasingly, many devices
such as mobile phones use
“wireless” inductive
charging where a relatively
loosely coupled transformer
is formed between coils of
wire in the phone and the
charging base unit.

The primary characteristic
of this interference is likely
to be a wideband signal
with repetitive peaks in the frequency domain. The level of interference is
likely to gradually change as the phone charges so this may be indicative of this
type of interference. Similarly removing the phone will most probably cause a
significant change in the interference, and turning off the charger should
remove the interference altogether, so either of these should help to identify
the cause of any interference.

Return to sources of interference
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Good housekeeping of the amateur station

As a pre-requisite of interference mitigation, it is worthwhile ensuring that
“good housekeeping” guidelines are being followed for the installation and
operation of the amateur station itself. In particular, antennas should be
located away from potential interference sources, and, as far as possible,
feeder cables, shack mains wiring and interconnecting cables between
equipment should all be of the minimum possible length. Further, cable runs
should be routed away from each other in order to minimise opportunity for
signals to be coupled from one cable to another. In addition, adding a good
choking balun to a 'balanced' antenna can often make several S-points
difference to the noise level on the lower frequency bands.

A Google web search will find many designs for the construction of antenna
baluns and feed chokes, as well as mains and data cable chokes aimed at
minimising the chance of interference being transferred between cables. For
example, see http://www.karinya.net/g3txq/chokes/
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Reporting interference
Consider speaking to the “owner” of the interfering equipment

How you approach this will depend on your relationship with that person. It
may be that you can resolve the problem with a little cooperation from the
person concerned. At the very least you will be able to confirm for sure that
you have identified the correct source of the problem (e.g. remove its power
source and make sure the interference ceases). But it may be difficult to go
beyond that.

Tell the RSGB of your findings
Submit an interference report to the RSGB by clicking on the button below.

The RSGB cannot investigate every complaint, but may offer advice and
assistance in preparing the information to submit to Ofcom. This has to be
done in the correct way for it to be recognised as Harmful Interference.

Just as importantly, the database which the RSGB builds up from problems, will
help them in discussions with Ofcom on how to minimise the impact of RFI.

Report the interference to Ofcom

Finally, report the interference to Ofcom. Recent experience with Ofcom has
been mixed, with them taking effective action in some cases and being less
responsive in others. But it is important that they are made aware of
interference even if they are unwilling or unable to resolve the problem.
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EMC Leaflets

The following EMC leaflets are available to provide additional help and
guidance:

o« EMC Leaflet No. 1: Radio Transmitters and Domestic Electronic
Equipment
General EMC information sheet about breakthrough on TV, radio, hi-fi,
etc

o EMC Leaflet 2: Radio Transmitters and Home Security Systems
An information sheet for neighbours or alarm installers about RF
triggering of intruder alarms

o« EMC Leaflet 3: Dealing with Alarm EMC Problems
Advice to members on how to deal with RF triggering of an intruder
alarm

o EMC Leaflet 4: Locating Sources of Interference to Amateur Radio
Reception

o« EMC Leaflet 5: Radio Transmitters and Telephones
All about RF breakthrough on telephones

o EMC Leaflet 7: Protective Multiple Earthing (PME)

e EMC Leaflet 8: TV Distribution Amplifiers
For neighbours and TV aerial installers about solving breakthrough on
home TV distribution amplifiers

o EMC Leaflet 9: Handling In-bound Interference

o EMC Leaflet No. 10: Avoiding Interference to Nearby Electronic
Equipment

e EMC Leaflet No. 12: Part P and the Radio Amateur

o« EMC Leaflet No. 14: Interference from in-house PLT

o EMC leaflet 15 VDSL (needs to be rewritten)
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